NMAMATKA ana rpaxaaH o npodunakTuke n npeaynpexaeHumn
AUCTaHUMOHHbIX NpecTynneHnn B cpepe MHhpopMaLUOHHO-
TeNeKOMMYHUKALUMUOHHbIX TEXHOSOIMMI:

UTobbl HE OKa3aTbCs XXEPTBOW MOLLEHHMKOB HEOBXOAMMO 3HATL CreayoLlee:
— COTPYAHUKKN Ntoboro 6aHka HMKOrga He NPOCAT COOOLNTL AaHHbIE BaLlen
KapTbl (HOMepP KapTbl, CPOK €€ AEeNCTBUSA, CEKPETHLIN KO Ha 060pOoTHOM
CTOPOHE KapTbl), TaK KaK Y HUX OAHO3HAYHO MMEKOTCS BalUX AAHHbIE;

— He Npu Kaknx obCcToATENLCTBAX HE coobLaTh AaHHbIE Ballen BaHKOBCKOM
KapTbl, @ TaK XK€ CEeKPETHbIN Kog Ha 0OOPOTHOM CTOPOHE KapThl;

— XPaHUTb NUH-KOL, OTAENbHO OT KapThbl, HAN B KOEM Crlydae He nucaTtb MUH-KOA
Ha camon GaHKOBCKOWN KapTe;

— He coobuwaTb NUH-KOA TPETBUM NLAM;

— ocTeperaTtbca «TenedOoHHbIX» MOLLEHHUKOB, KOTOPbIE MbITAlOTCA BBECTU
Bac B 3abnyxgeHue;

— nyJwwe nsberatb TeNedOHHbIX Pa3roBOPOB C NO4O3PUTENBHBIMU NOABMU,
KOTOpble NpeacTaBnsanTCs COTPYAHMKaMn BaHka, He BomnTech NpepsBaTb
pa3roBop, NPOCTO Krnagute Tpyoky;

— BHMMaTenbHO Yntante CMC coolLueHus npuxoasaiwme ot 6aHka;

— HUKOrZ4a U HAKOMY He coobLuianTe naposnn, U CekpeTHble Koabl, KOTopble
npuxogsat Bam B CMC coobuieHun ot 6aHka;

— NMOMHUTE, YTO TONbKO MOLLEHHWUKN CRpaLUMBalOT CEKPETHbIE Naponu,
KoTopble npuxoaat kK Bam B CMC coobuweHnn oT BaHka;

— COTPYAHUKM BaHKa HMKOrga He NonpocAT Bac NPonTu K baHkomary;

— ecrnv Bac nonpocunmn NnponTn ¢ 6aHKOBCKOM KapTon K GaHKomMaTy, TO 3TO
O4eBUAHO MOLLEHHUKN;

— He NOoKynamTe B UHTEPHET — MarasnHax ToBap Mo SIBHO 3aHUXEHHOW
CTOMMOCTW, TaK KakK 9TO 04EBUOHO MOLLEHHUKU;

— HMKOra He nepeBoauTe OEHEXHble cpeacTBa, ecrnn 06 3ToM Bac NpocuT
caenaTb Ball 3HAaKOMbI B COLMAribHOW CETU, BO3MOYKHO MOLLIEHHUKU
B3NOManu akkayHT, CHa4yana CBS>KUTEChb C 9TUM YENTIOBEKOM U y3HaNTe
AENCTBUTENBHO I OH NPOCUT Y Bac AEHbIN;

— B ceTn «MIHTepHeT» He nepexoamnTe No CCbifikaM Ha HEU3BECTHbIE CalTbl;
— AencTBynTe obayMmaHHO, He TOPONSIMBO, NOMHUTE, YTO «becnnaTHbIn Cbip
TONMBbKO B MbILLIENIOBKEY .



MHTepHeT-MOLUGHHVIquTBO - NAMATKa Ansa rpaxXaaH
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Mo3sppaensem! Bel Beivrpann
“aeTomobune Audi A8, ‘

?. MogpobHocTi no TenedoHy.

Br TMOJTYYHITH IEKTPOHHOS
cooOlIeHHe O TOM, YTO BhI BbIHIDAITH
asTOMOOMITE M Bac [MpOCAT TMNCPEBCCTH
AEHBIH T4 IMTOJIYYCHHA 11pH3a'?

HHKOI'JIA He oTnpasasiiTe
eHbI'H He3HAKOMBIM JIHIIAM HAa HX
AIEKTPOHHbIE CYeTA.

HEJLHHHHIE‘, MG GEPOAIMHOCITTE
GhlUZPAmb npus, He nPRHUMAR
VUacmud 6 po3blspPbliiie CMpeMumcoa K
H)THD, a GEROHMAOCTTb sOI6ERAMA
(}EH{-!':?, REPEHUCTEHHBIX HA AHOHUMMBIL
3_-T€H'HIP(JHHH& KOWeETEK
JTOVMBINLTIEHHUKOE, U MOS0 HMEHBUIE.

B nocnegHue roabl LLNMPOKYHKO NONyNAPHOCTb NOJTy4HnUIiin CMC-pacCblJiKn Uinn
AJIEKTPOHHbIE NMNUCbMa C coo0LEeHNAMN O BblUrpblLLE aBTOMOOUNA Nnbo
OPYyrmx UeHHbIX NMPU30B. [ns noftydeHna «Bblrpbilla» 3110yMbILLUNEHHUKHA
06bI4HO NPOCAT nepeBecTn Ha INNEKTPOHHbIEe CHeTa onpedesieHHyro CyMmmMy
ageHer, MoOTnBmpys aTo HeobXoANMOCTbLIO yrJsiaTbl HANoros, TaMOXEHHbIX
NOLIINH, TPAHCMNOPTHbIX pacxodoB 1 T.A4. MNocne noJsiydeHnAa geHEXHbIX
cpencTB OHM NepecTaloT BbIXOOANTb HA CBA3b nnoéo NPOCAT nepeBecTu
AOrMoJTHNUTESIbHble CyMMbI Ha O(bOpMJ'IeHI/le BblUrpblLLA.

Orpagutb cebs oT nogobHOro poga NpecTynneHnn npegensHO NpocTo.
[Mpexae Bcero Heobxoanmo ObITb BnaropasyMHbIM. 3agyManTeCch Ha TeM,
NPUHUMAanNN N Bbl y4acTue B pOo3birpbille Npu3oB? 3Hakoma v Bam
opraHusauusd, HanpasusLLas yBegoMIeHne o Bbinrpbiwe? OTkyaa

opraHmn3aTtopam akunn n3BeCTHbI BalLll KOHTAKTHbIE AaHHble? Ecnun Bbl HE
MOXETe OTBETUTb XOTS Bbl HA OONH U3 ATUX BOMpOCOB, pekoMeHayem Bam
npourHopupoBaTtb NMoCTynmBeLlee coobuieHune.

Ecnu Bbl pelunnm ncnbitaTb CYaCTbE M BbINTK Ha CBSA3b C OpraHmM3aTopamMmu
pO3birpbilla, NocTapanTech NOMYYNTb OT HUX MaKCUMarbHO BO3MOXHYH
MHpopmaLuio 06 akuun, yCrioBUsSIX y4acTusl B HEN U NpaBunax ee

npoBedeHusi. MoMHUTE, YTO YNOMUHAHME Ballero MMeHn Ha VIHTepHeT-canTe
He siBnsieTcsl noaTBepXaeHmemM AobponopsiA0MHOCTM OpPraHn3aTopoB akLun

FapaHTMeVI BaLlero BbirpbiLLa.

JTobas npocbba nepeBecTn AeHEXHble cpeacTBa Afisi NONyYeHUs BbiMrpbilLa
[AOMKHA HAacTOPOXNUTb Bac. NMoMHUTE, YTO BbIUIPLILL B NTOTEPED BeYeT 3a



cobon Harnorosble 00s3aTenbCTBa, HO MOPAA0K ynriaThl HANOroB
pernaMmeHTMpoBaH AeNCTBYIOLNM 3aKOHOA4ATENBCTBOM N HE OCYLLECTBIISeTCS
NOCPeACTBOM NepeBoa AeHEXHbIX CPEACTB Ha ANEKTPOHHbIE cYeTa rpaxaaH
N OpraHn3aumm Unm T.H. «3NEKTPOHHbIE KOLLENbKNY.

Ey,D,bTe 6anTenbHbl 1 TOMHUTE O TOM, YTO A4S TOro, YTOBLI YTO -TO BbIUTPaTh,
HeobxoamMmo npuHMMaTb y4aCTme B pO3birpbilLe. Bce YNOMMUHaAHUA O TOM, YTO
Ball HOMepP ABJ1AETCA «CHaCTIIMBbIM» U OKa3aliCA B CMNCKE y4aCTHUKOB
loTepen, ABNATCA, KakK npaBuno, nnLlb yﬂOBKOVI OnAa npueneyvyeHuna sallero

BHUMaHUA.

CUTYALIUS 2
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Bel petinim KyNUTh B HHTEPHET-
MarasuHe HOBLII MOOHIIBHBI
tenedoH, HOYTOYK WiH doToanmapar
0 CYNEepHpHBIEKATENbHON LeHe, HO
Mara3uH NPOCHT nepeurciInThb
npeaoruiaTy?

HHKOI'IA He nepeunciasiite
JAeHbI'H HA WIEKTPOHHBIE¢ KOULIEILKH
H cYeTa MODMABHBIX TeJ1e(oHoB.

flomuume o mon, Yo
UHMEPHEM-MAZA3UH He MOCEM
NPUHUMAME  ONIamy 3a HOKVAKY 6
maxou ¢hopme. Ecau sac npocam
OnIAMUmMe MOBAP ¢ UCHOTbIOBAHUEM
MEPMUHATOE IKCAPECC-ONaamsl Wil
nepesecmu deHb2u Ha INeKMPOHHbII
KOWeENeK, 6ePOAMHOCIE MO20, YIMO 8bl
CMOAKHVAUCH ¢ MOWEHHUKAMU Kpaune
BbICOKA.

Hepeaku cnyvyam MOLLIEHHUYECTB, CBA3aHHbIX C AEATENbHOCTLIO VIHTEpHeT-
MarasuHOB 1 CalTOB MO Npoaaxke aBnabuneTos. Yem npuBnekaroT
NnoTeHUuanbHbIX XepTB MOLLIEHHUKN? pexae Bcero - He06OCHOBAHHO
HU3KMMK LieHamu. Mpu 3akase ToBapOB Bac NOMNPOCAT BHECTU nNpeaonnaTy,
3a4acTylo NyTEM BHECEHUSI AEHEXHbIX CPEACTB Ha HEKUIA BUPTYarbHbI
KoLLIenek nocpeaCcTBOM TEPMUHAra akcnpecc-onnaTthl. [lanee marasvH B
Te4eHMe HECKONbKNX AHen OyaeT npuayMbiBaTh OTFOBOPKM M 0beLlaTb Bam
CKOpY0 4OCTaBKy ToBapa, a noToM 6eccnegHo ncyesHeT nmbo npuwneT

HeKa4yeCTBEHHbIV ToBap.




Llenb nogo6HbIX cantoB — 06MaHyTb MakcMMmarbHOE KONIMYECTBO f0AEN 3a
KOpOTKuKM cpok. CosaaTb MIHTEpHET-CanT cerogHs — Aesi0 HECKONbKNX MUHYT,
NO3TOMY BCKOPE nocne npekpaileHusi paboTbl canT BO3poaUTCS No ApYyromy

agpecy, ¢ ApYrMM AM3anHOM U Nof APYrMM HasBaHUEM.

Ecnu Bbl X0TUTE KynnTb TOBap No npegonsiate NoOMHUTE, YTO CePbE3HbIE
NHTepHeT-MmarasuHbl He 6yayT NpOCUTb Bac NepevncnnTb AeHbrv Ha
BUPTYarnbHbIN KOWeENek unm cyet mobunsHoro tenedoHa. MNounwmrte
MHopMaLMo 0 MarasmHe B ceTu VIHTepHET, NOCMOTpUTE, Kak 4OSIrO OH
Haxo4MUTCA Ha pbiHKe. Ecnv Bbl MeeTe Oerio ¢ cantomM KpynHOM unm
N3BECTHOM BaM KOMMNaHuK, yéeamTtechb B NpaBUbHOCTU HannucaHus agpeca
pecypca B agpecHon cTpoke Bawero 6paysepa. [Npn HeobxoanmocTu
noTpebynTte OT aAMMHUCTPATOPOB Mara3vHa NpegoCTaBUTb BaM
MHJOPMAaLINIO O HOPULNYECKOM J1LEe, NPOBEPbTE €€, UCMOSTb3Y4
obLwenocTtynHble 6a3bl 4aHHbIX HANOroBbIX OPraHoOB U PEeCTp PULNYECKNX
nuy. Yéeamtecb B TOM, YTO Bbl 3HaeTe agpec, N0 KOTOPOMY Bbl CMOXETE
HanpaBWUTb NPETEH3MIO B Criyvae, ecnv Bbl OyaeTe He40BOSbHbI MOKYMKOMN.

CUTYAILINA 3
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YBaxaemblh knueHT. Bawa
kapTa saGnokupoBaHa. ins
pa3bnokMpoBaHWA oTnpaesTe
__CMC Ha KOPOTKWA HOMEP

.-" -,

Ber nomyunnu cmc-cooduieHue o
TOM, 4TO Bawa OaHKOBCKas KapTta
3abiokupoBana’?

HHKOI'/IA ne ornpasasiite
HHKAKHX [€HCAKHBIX CpPeaCcTE Mo
KOOPAHHATAM, VKA3AHHBIM B
coo0lIeHHH, He Nepe3BAHHBANTE HA
HOMEP, ¢ KOTOPOIr0 OHO NPHILTO, H
He OTNPABsiTe 0TBETHBIX CMC.

Cambim npasuibHeiM peuieHuem
& danHOU cumyayuu 6yoem no3eoHums

& OaHx, BLINYCTMUBLUHNIL u
OOCTVIHCUBAIOUIUTL sawy  Kapmy.
Terechon Banka 6w Hatideme Ha

obopome auiel Kapmei.

3aMeTHO y4aCTUINCh CIlydan paccChblfikKn CMC-COOBLLEHNI, coaepXKaLlmx
MHopMaLMo 0 TOM, YTO 6aHKOBCKas kapTa aboHeHTa 3abrnokMpoBaHa B cusny
psga npudnH. MHoraa nogobHble coobLLEHUS cogepXaT Npu3biB NepeBecTm
AeHbrn ans pasbriokMpoBKN KapTbl, MHOr4a aboHeHTa NPOCAT NO3BOHUTL UIn

OoTnpaBnTb CMC Ha KOpOTKVIVI HOMeEDP.




HeobxoaMmo NOMHUTL O TOM, YTO eQMHCTBEHHAA OpraHM3auusi, Kotopas
CMOXET NPOMHAOPMMPOBATL BaC O COCTOAHMM Ballen KapTbl — 3TO DaHK,
obcnyxnatowmi ee. Ecnn y Bac ectb N0Q03PEHUSA O TOM, YTO C BaLLEN
KapToW YTO —TO He B Nnopsiake, ecrnv Bbl MNONYYMUnn CMC-yBeAOMIIEHNE O ee
Bnokuposke, HemeasieHHO obpaTuTech B 6aHK. TenedoH KIMEHTCKOM CryXbbl
6aHka 06bI4HO Yka3aH Ha 06opoTe KapTbl. He 3BoOHUTE K HE OTNpaBnsnTe
coobLleHNa Ha HOMepa, yKa3aHHbIE B CMC-YBEOOMIIEHNN, 3a 3TO MOXET

B3NMAaTbCA OONONTHUTEINbHAA nnarta.

CUTYALINA 4
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Ha 3NEKTPOHHOH NOoCKe
0OBABICHHH WM B COLMAIBHONH CETH
Bbl HAIILJIA TOBAp, KOTOPBIH TaK J0JT0
MCKAJIH, U CTOMT OH HAMHOTO JIelIeBlie
yeM B JIPYrux mecrax?

HHKOI'IA He nepeunciasiiTe
JIeHbI'H HA YIeKTPOHHBIC KOIIEAbKH,
He y0eIHBINHCh B D1ATOHAIEKHOCTH
KOHTpAarcHrTa.

Brumamensno nocmompume e2o
petimune  Ha4  0ocke  0OBAGIEHUIL,
noyumaime ON3bIEH dpyeux
nokynamenet, nouwume uHpopMayuio
o Hem & cemu Humepuem. [Modymatime
Had mem, noyemy moegap npodaemcs

mak deuego, VIHalme Kaxkue
2apanmuu - Modcen — npedocmasums
npodaeey.

OpavH 13 nonynsipHbIX CNOoco60B MOLLEHHUYECTB, OCHOBaHHbLIX Ha JOBEPUM
CBSI3aH C pa3smellleHMeM 0ObSBNEHNIA O NPoAaXe TOBAPOB HAa 3NIEKTPOHHbIX
A0CKax 00bABMNEHUN N NHTEPHET-ayKLUMoHaxX. Kak npaBuno, MoLLEeHHUKM
MPMBMEKAOT CBOUX XEPTB 3aHMKEHHBIMU LIEHaMW U BbIroaHbIMUA
NpeanoXeHUsIMN 1 TPeOYOT NepeyncrneHns npegonnaTthl NyTem nepesoaa
AEHEXHbIX CPeACTB Ha SNEKTPOHHbIN KOLLEeNex.

Bnaropasymue nomoxeT 1 3aecb. BHMMaTenbHO n3yynte o6bSBNEHNE,
NOCMOTPUTE MHJOPMaLIUIO O NULe, pasMecTUBLLEM ero. Ecnu Toproeas
nrowazgka umeeT CUCTEMY PENTUHIOB NMPOLaBLOB, N3y4nTe OT3bIBbI,
OCTaBfEHHble APYrMMM NoKynaTenamu, He 3abbiBasi, OAHAKO, O TOM, YTO
NPEeCTYNHUKM MOTYT OCTaBISATb MONOXUTESbHbIE OT3bIBbl O cebe, NCnosb3ysd
[OnoSTHUTENbHbIE yYeTHble 3anncn. Bocnonbayntecb MHTEpHET-MONCKOM.




MHorga gocraTtoyHo BBECTU B DOPMY MOUCKA TENEOHHbIN HOMEP Uinn
ceTeBOW NceBaoHMM NMpoaasLa ans T1oro, 4Todbl O6HAPYXUTb, YTO 3TU
AaHHbIE YXXEe UCMONb30BannCh B LENSX XULWLEHNA OEHEXHbIX CPEACTB U
obmaHa nokynaTtenemn.

MocMOTpUTE CPEAHIO CTOMMOCTb aHarorMyHbIX ToBapoB. Yepecuyp HU3Kas
CTOMMOCTb AOIKHa Bbi3BaTb Y Bac nogo3peHune. Ecnv npogasel, Tpebyet
nepeyncrnmTb emy rnosiHy UK YacTUYHY0 NpegonnaTy 3a npuobpeTaeMblit
TOBap Ha 3MEKTPOHHbIN CYeT, NogyManTe, HACKOSbKO Bbl FOTOBbI AOBEPSTH
He3HaKoMoMY YernoBeky. [oOMHUTE, YTO Nepeyuncnas AeHbIM HE3HAKOMbIM
nvuam nocpeacTBOM aHOHMMHbIX MaTeXHbIX CUCTEM, Bbl HE UMeeTe
rapaHTuin Ux BO3BpaTa B Criydae, ecnu caernka He COCTOUTCS.

CHAIYAITHA 5

Brl X0THTe DpHOOPECTH AEHA0OHIETE]
=qepes Hatepret?

HHKOT' TA HE Ooab3VHTECH
VCIVraMun HeNpPOEEPEHHEIX i
HEHIBECTHRIX CaifiTOE @m0 HOpoJake
OHIeTOB.

Saraxcume Ouwlemsl Hepe: caiim
ASUAKOMUANUY WU AZEHMCMAEd,
HOTOMRCUMETLHO 3APEK0OMEHD0easUWes0 ceta
Ha peikke. He nepesodume Jedwsu 34
Dutemsl HA SIEKMPOHHLIE KOMIETBEN 1IN
sapyéexcrsle cqema. IIpu e03HUKHOEEHUU
Nodo3pEn oOpamumecs g
NPedcmasumenseMen AsuaroMHaHLLL.

MokynaTb aBMabuneTsbl Yepe3 NHTepHeT yaobHo. Bam He HyXXHO HuKyaa
exaTb 1 CTOoATb B ovepensix. Bol BbibupaeTe penc, gaty, onnadmsaete bunet
N Nofiy4aeTe ero Cnycra HECKONbKO cekyHa. CerogHsi MHOrme noam
BbIOMpPaOT MMEHHO Takom crnocod NnpunobpeTeHnst GuUNeToB Ha camoner.

EcTecTBEHHO, MOLLEHHUKN HE MOTYT OCTaBUTb AaHHYH0 chepy 6e3 BHUMaHUS.
3a nocnegHnn rof CyLecTBEHHO YBENMYMOCH KONNMYECTBO Xanob Ha obmaH
NpW NOKynke anekTpoHHbIX bunetoB. Co3gaTtb NHTepHeT-canT No npoaaxe
aBMabuneToB — 4eno HECKOSTbKMX YacoB, HA CMEHY ero Ha3BaHus, agpeca u
BHeLUHero ohopmMneHust TpebyeTcs elle MeHbLLe BpeMeHn. Kak npaBusio,
obmaH packpblBaeTcs He cpa3sy, HEKOTOpbIe Y3HAlOT O TOM, YTO nx Gunetos
He CyLLEeCTBYET, NMULb B a3ponopTy. OTO AaeT MOLLUEHHMKAM BO3MOXHOCTb
nepeHecTtn ceoun VIHTepHeT-pecypc Ha HOBOE MECTO M NPOAOoIKaTb CBOKO
NPecTynHy AeATeNbHOCTb NO4 APYrMM Ha3BaHMEM.

YT0ObI HE NCNOPTUTL cebe OTAbIX NN OENOBY NOe3aKy CTOUT BHUMAaTENbHO
OTHECTUCb K MOKyrnke aBnabunetos vepes ceTb VIHTepHeT. Bocnonb3yntech



ycnyramu MHTepHeT-canTa aBnakoMnaHum unm areHTcTea no npogaxe
ouneTos, 4aBHO 3apekomMeHaoBasLlero cebsi Ha poiHke. C OCTOPOXHOCTLIO
OTHECUTECH K OeATEeNbHOCTN HEN3BECTHbLIX BaM CanlTOB, 0COOEHHO TeX,
KOTOpble NPMBMEKAOT Balle BHMMaHNe crieumanbHbIMU NPeanoxXeHusMn n
HU3KUMK LieHamMmn. He nepeBoanTe AEHbIMN Ha 3NEKTPOHHbIE KOLLENbKA UIn
cyeTa B 3apybexHbix 6aHkax. He noneHMTecb NO3BOHUTL B
npeacTaBUTENbCTBO aBMAKOMMNaHUKU, YTOObI y6eauTbcsl B TOM, YTO Ball pPenc
CyLLIeCTBYET 1 BUNETbI Ha HEro eLle eCTb. AT NPOCTbIE NpaBuia No3BoNAT
BaM C3KOHOMUTb AEHbIM 1 cOepeyb HEPBBI.

CHTVATTHA 7

OtmaeTeck E HHISPHETE H HMEETe
AEKAVHTIEI B COLCETAR

HHAKOI'TA =He pazMemaiiTe B
OTKPBITOM JOCTVIE H He mepelaeaiiTe
HEHGOpMAODHIK  JIOYHOTO  XAapaKTepa,
KOTOpas Mo:keT OBITH HCHOAL3IOBaHA BO
Eped.

Ofwentie 8 cemu & FHAUMETLHOT
Mepe obeztudeno, u 3a domospapuet
NPOPUIR MOKCEM CKPLIEAMBCA KNG YEOTHD .
IHomuume o mMoM, Hmoe eudeoc U
AVOUOMPARCIAY NN, PASHO KAK U 02U 8auel
cemesoll  HMEPENUCKU,  MosVm  Oulfb
COXPANEHB] IOV MBILLTEHHUKAUL u
enocredomann UCHOTIL3I0SAHE] a
HPOMUSONPASHBIY HETAY.

Ecnu Bbl nonyynnn CMC nnn MMC coobLieHne co CCbIfIKON Ha ckadunBaHue
OTKPbITKN, MY3blKW, KAPTUHKM U KakoW -HMOyab NporpaMmbl, HE crnewmnTe

OTKpbIBaTb €€. Nepenasn no ccbinke Bbl MOXETE, CaMy TOro He Noao3peBas,
Nony4YnTb Ha TenedoH BUPYC U odhopMUTb MOAMNUCKY HA NNaTHbIE YCRyri.

MocmoTpuTe, C Kakoro HoMepa Obifio OTNPaBNeEHO Bam coobLleHne. Jaxe
ecnu coobLleHre npucnan KTo -To U3 3HaKOMbIX BaM ftoaen, byaeT He
MULHUM JOMNONHUTENbHO YOeamnTbes B 3TOM, Beib CO0bLLeHME MO0 ObIThb
OTNPAaBMEHO C 3apaxeHHoro TenedgoHa 6e3 ero Begoma. Ecnv otnpaeutens
BaM He 3HaKOM, He OTKpbIBalTe ero.

[MOMHWTE, YTO yCTaHOBKA aHTMBUPYCHOrO NporpaMmMHOro obecneyeHuns Ha
MOOMMNbHOE YCTPOWCTBO - 3TO HE NPUXOTb, 8 Mepa NO3BOSSALLASA NOBbLICUTb
BaLly 6e30nacHOCTb.



HE OTHPbIBAWTE [IBEPh HE3HAKOMbIM
N0AAM, JKE eC/IM OHWU NPeaCTaBNAoTCA
paboTHWKaMK COUManbHbIX, rA30BbIX,
3NEeKTPOCHabKaAoWMX CTYKE,

NOMULIMM, NONUKIMHMKM, JKKX v T.0.
Mepe3eoHuTe U yTOUHMTE,

Hanpaensanu A4 K Bam 3toro cneumanmcral

HE [IOBEPANTE,

ecnm BaMm 3BOHAT M CO0OLWAIOT, YTO

Bal poacTBEHHUK MK 3HAKOMbIH

NOMan B aBapuIo, 3a peLueTky, B 6onbHULY
unu coeepumn [TT1, 1 Teneps

3@ Hero Hy»KHo BHECTU 3anor, Wwrpad,
B3AITKY, KYNWTb AOPOr1e NeKapCcTea -

B obiuem otkynurbes. JT0 OBMAH!

bANTENIbHbI!

JBOHUMTE B NONMLMIO
02/102

becnnarHaa
“ropauan nuuva MBI Poccun”

8-800-222-14-41

®g

HesHakomeLl, coobluaer o BbiMrpbilue,
6noKMpoBKe BaHKOBCKOM KapTbl,

0 NepecyeTe KBapTriaThl, CPOYHOM obmeHe
[leHer Ha AoMy UK npeanaraet
npuobpectv ToBapbl U TabneTku

MO HU3KUM “NbFOTHBIM” LieHam?

HE BEPBTE - 3T0 MOILEHHHUECTBO!



MHorve nioan cerogHs Nonb3yrTCs pasnuyHbIMK NporpaMmmami anst obmeHa
COOBOLLEHNAMM N UMEIOT akkayHTbl B coLMarnbHbIX ceTsax. [Ans MHOrmx
o6LLIeHNE B CETM CTaNo HAaCTOMNbKO MNPUBbIYHBIM, YTO NPaKTUYECKM NMOMHOCTLHO
3aMEHMUIO HEMNOCPEACTBEHHOE XNBOE OOLLEHME.

npeCTyl'IHVIKaM B Hawn OHWN HE HYXXHO NPOBOAUTb CJTIOXKHbIE TEXHUNYECKNE
MeponpuAaTnda ana nosiydeHmna Aoctyna K nepcoHaribHbiM AaHHbIM, JTIOOU
OXOTHO Aenarcsa umun camn. Pasmellas getanbHble cBeAeHusi o cebe B
coumnanbHbIX CETAX, NMOoJib3oOBaTESIN O0BEPAIOT NX ThbiCAYaM nogeun, ganeko He
BCE€ N3 KOTOPbLIX 3aCly>XnBaroT JOBEPUA.

O6uweHne B ceTn B 3Ha4YNTENBHON Mepe 00e3nnMyeHo, 1 3a goTorpaguent
NpouIs MOXeT CKpbIBaTbCS KTO yrogHo. lNMoaTtoMy He cnefyeT packpbiBaTb
Mario3HaKOMOMY YefoBeKy Takme NoapobHOCTM BaLlen XU3HW, KOTOpble MOryT
ObITb MCNOMBb30BaHbl BO Bpen. [MoMHUTE O TOM, YTO BUAEO U
ayanoTpaHCcnsaumMm, paBHO Kak U Nor Ballen ceTeBOM Nepenncku, MoryT ObliTb
COXPaHeHbI 311I0YMbILLSIEHHMKaMN 1 BNOCNEACTBUN UCMONb30BaHbI B
NPOTMBOMPABHbIX LIESISIX.

He 3abbiBanTe, YTO HUKTO Ny4yLle BaCc caMmx He CMOXET no3aboTuTbCs O
COXPaHHOCTN TOW JINYHON MHGOPMAaLUK, KOTOPOUW Bbl HE XOTUTE OENUTLCS C
00LLECTBEHHOCTLIO.

MAMATKA

CoBeThbl No onpegenenunto IHTepHET-peCcypCcoB, HECYLLIMX NOTEHUMATIbHYIO
yrposy hnHaHcoBoMy Bnarononyymo nonbL3oBaTenemn



https://mvd.ru/upload/site1/PamjatkaInet.pdf
http://mvd.ru/document/2817231
http://mvd.ru/document/2817231

Bam nossonunuinpucnanu SMS ¢ HenapecTHoro Homepa ¢ npocs6oil 0 NoMolLLK
Gau3KoMy Yenoseky

‘He enapaiite B nanuKky, He TOpoNUTECH NPEANPHHKMATL AEHCTBHA NO
MHCTPYKUMAM HEHIBECTHLIX NIOALH

-JanaiiTe 3BOHALLEMY BONPOCHI NIMYHOTO XapaKTepa, NOMOralolLMe 0TAHYHTL
6nm3koro Bam yenoseka oT MOLIEHHKKA

Tloa, nioBeimM npeanoroM nocTapaiTecs NPepBaTh KOHTAKT ¢ COGECEAHUKOM,
Nepe3BoHHTe POAHLIM H Y3HaWHTe, BCE NU Y HKX B NOPAAKE

‘He ToponuTeck cneaoBaTh MHCTPYKLLHAM W OTBEYATH HA 3anpoc

‘He coobuiaitte nepcoHanbHbie AaHHbIe HEH3BECTHBIM NHLAM, AaXe ECNH OHM
NPeACTaBNAIOTCA COTPYAHHKaMH Gakka

TlpoBepbTe MHOOPMALLMIO, NO3BOHMB B KOHTAKTHIH LEHTP GaKka
‘HesamepnutenbHo oBpaTuTech B NPaBOOXPAHHTENbHBIE OPraHbl

He oTkpbipaiTe BAOXEHHbIE GaANLI, He NEPEXOAMTE NO CCbIAKAM, YAANHTE
NoA03pHTENbHOE coobuienne

Wcnonb3yiite aHTMBMpYCHOE NporpaMMHoe obecneyenie AN TeNedoHoB
TONbKO OT OMMLMANBHBIX NOCTABULHKOB

Jawurute ceoi TenemoH, nogknioyute BECTUTATHYI) yenyry «Cron-koxTent»

‘Bbl 3an04,03punk MHTEpHET-NPOAABLA B He106POCOBECTHOCTH

‘HeoxoAHMO 0CTaBaTLCA GANTENLHbIM, HE NPHHMMATH NOCNEWHbIX PELIEHHHA H
NPH NEPBLIX ke NOAO3PEHHAX 0TKA3ATLCA OT NOKYNKH

‘Betpevarsea ¢ npoaasiLoM B obluecTBeHHOM MecTe, TaK Kak 310 HauGonee
fieaonacHslil 4 rapaHTHpoBaHHbIA cnocob nokynku. Cnepyer nepeaasars
LeHbTH NPOAABLY NHYHO B PYKH Cpaay nocne NonyyeHHa Topapa

‘Hukoraa He NEPEBOAMTL HEZHAKOMBIM NHUAM JEHLIM B KAYECTBE NpefonnaThl




UHdopmauusa HUB UHTepnona MBIl Poccum
O CaMbIX pacnpocTpaHeHHbIX BUAax MOLWEHHNYEeCKUX 4EeUCTBUN C
MCNOSib30BaHUEM KOMMNbIOTEPHbIX TEXHOJOMMM.

YBaxaemble rpaxgaHe! Ecnv Bbl OTHOCUTECH K aKTUBHBLIM MOSb30BaTENSAM
NHTepHeTa, To pekomeHayeMm Bam oba3aTenbHO NpodnTaTh 3TOT MaTepuan!

MOLLEHHNYECTBO - 3TO XMLLEHNE YYXKOro UMYLLLECTBa Unn NpruobpeTeHune
npaBa Ha 4Yy>Koe MMyLLecTBO NyTémM obmaHa unm 3noynotpebreHus
posepueM. [NogobHas npecTynHas AesaTerbHOCTb NpecnenyeTca 3aKkOHOM
He3aBMCUMO OT MeCTa COBEpLLUEHUS - B pealibHOW Unu BUPTYyaribHOW cpefe.

MoLLUEHHMKN NOCTOSIHHO U3bICKMBAOT BCE HOBLIE N HOBbIE BapMaHTbl XULLLEHUS
4y>KOro umyLiecTea. KpaTtko 0CTaHOBUMMCS Ha CaMbIX pacnpoOCTPaHEHHBbIX.
«BpayHble MoLWweHHUYecTBa»

TUNNYHBIM MEXaHN3M: C NCMOSIb30BaHMEM CETHU MHTepHeT

NPENMYLLLECTBEHHO Ha calnTax 3HAKOMCTB NPECTYMNHUKN BbIOMpatoT KePTRY,
HanaXXnMBaloT C HAM 3TIEKTPOHHYIO Nepennmcky OT UMEHWN aeByLlek, obellas
npuexaTb C Lefibio co3gaHus B byaywem cembun. 3aTtemM nog pasnmyHbiMu
npegnoramm «HeBECTbI» BbIMAHMBAIOT AEHbIMN (Ha nevYeHne, NoKynky
MObunbHOro TenegoHa, npnobpeteHne GuneTos, onnatbl BU3bl U T.4.).
[Mepenucka BegeTcs rmaBHbIM 06pa3oM CTyaAeHTaMU IMHIBUCTUYECKNX
BY3o0B. HanpaBneHHble xxepTBamMun LeHbr NPECTYNHUKN NOSy4atoT Ha
noAcTaBHbIX Nuu. MNocne nonyyeHust cpeacTs nepennucka nog pasnuyHbIMn
npeanoramu npekpailaeTcs.

«MpunobpeTeHne ToBapoB U ycnyr nocpeactsom cetm MHTepHeT»

Mbl HACTONBKO NPUBbLIKAN NOKyNaTh B MHTEPHET-MarasnHax, YTo 4yacto
CTaHOBUMCSI HEBHUMATESIbHLIMW, YEM W NOSIb3YHTCA MOLLUEHHUKN. OBbIYHO
CXeMa MOLLEHHMYECTBA BbIrMAANT TaK: CO34aE€TCs CauT-04HOCTPAHNYHUK, Ha
KOTOPOM BbIKNagblBalOTCA TOBapbl OAHOMO BU3yarbHOro npusHaka. LleHa Ha
ToBapbl 0ObIYHO BECbMA NPUBIIEKATENbHAs, HUXe cpeaHEPbIHOYHON.
OTCcyTCTBYIOT OT3bIBbl, MUHMMArEH MHTEPdENC, YkasaHbl CKyagHble
KOHTaKTHblEe AaHHble. HYalle BCcero Takme MHTepHeT-marasmHbl paboTtatoT no
100% npegonnate. [Nepenucka o npuobpeTeHnn ToOBapoB BeAETCH C
NCMNONb30BaHMEM 3SIEKTPOHHbLIX MOYTOBbIX ALWMKOB. [10 4OrOBOPEHHOCTH C
NpoAaBLOM OEeHbIMN NEPEYNCAIOTCS, Kak NpaBumo, 3a rpaHuly vYepes
"Western Union" Ha umeHa pasnuyHblx nogen. KoHevHo xe, nceBgo-
npodasew, nocrie nony4vyeHnsa geHer ncyesaet!

«Kpuk o nomoLm»

OavH 13 cambIx OTBPaTUTENBHbIX CMNOCOB0B XMLLEHUS OEHEXHbIX cpeacTs. B
NHTEepHeTe nosiBNsieTcs AyLlepasavparoLaa nctopumsi 0 6opbbe maneHbkoro
YyerioBeka 3a Xu3Hb. Bpemsa ngét Ha yacbl. CpoyHO Heobxoammbl foporune
nekapcTBa, onepaund 3a rpaHuuen u T.4. [pocaT okasaTb NOMOLLb BCEX
HepaBHOAYLLUHbLIX M NepeBeCTU OeHbIVN Ha YKa3aHHble PEKBU3UTDI.

Mbl He Npu3blBaeM OTKasbiBaTb B MOMOLLKM BceM KTo npocuT! Ho! MNpexae yem
nepeBoanTb CBOU AEHbLIN, MPOBEPLTE - UMEIOTCA ST KOHTAKTHbIE JaHHble ANs



CBSI3M C poauTensamMmm (poaCTBEHHMKaMU, ornekyHaMmn) pebeHka. No3BoHuTe
UM, HaMaMTe X B couceTax, noobwantecb U ybeanTecb B YECTHOCTU
HaMepeHUn.

«PULLNHIY

ABnsieTcs Hanbornee onacHbIM M cCaMbIM PacnpPOCTPaHEHHBIM CNOCO6GOM
MOLLEHHMYecTBa B MHTepHeTe. CyTb 3aKnio4aeTcs B BbIMAHMBAHUW Y KEPTBbI
naponeu, NnH-konoB, HomepoB 1 CVV-koagos. CxeM, KOTopble NOMOratoT
MOLLEHHMKaM MONy4YnTb HY>KHbl€ CBEAEHUS, O4EHb MHOTO.

Tak, C NMOMOLLIbIO CraM-pacchbifioK NOTeHUMarNbHbIM XXepTBaM OTNPaBNsSTCSA
NOASIOXKHbIE NMUCbMA, AKOObI, OT MMEHW NeranbHbIX OpraHn3auunmn, B KOTOPbIX
AaHbl YyKasaHus 3anUTn Ha "canT-4BONHUK" TaKOro ydpexaeHus n noaTeepanTb
naponu, NUH-KoAbl N APYryo MHAOPMAaLNIO, UCNOMb3yeMYHO BNOCIEACTBUN
3M0yMbILSIEHHNKAMM N9 KpaXKu AeHer co cveTa xepTBbl. [JocTaTouHO
pacnpocTpaHeHHbIM ABMSETCSA NpeasioXkeHne o paboTe 3a rpaHnLen,
yBEOOMIIEHNE O BhLIUIPbILLE B NOTEPEN, @ TaKKe COOBLLEHNS O NOSNTyYEHUN
HacneacTaa.

«Hurepunckue nucbma»

OavH 13 caMblX pacrnpoCTpaHEHHbIX BUOOB MOLLEHHMYeCTBa. TUnnyHas
CXema: xepTBa nosiy4aeT Ha CBOK MOYTY MMCbMO O TOM, YTO ABMAETCA
cyacTnmebiM obnagaTenemM MHOrOMUISIMOHHOMO HacneacTea. 3atem
MOLLEHHWKN NMPOCAT y nosiydaTtens nMcbma nomMoLLy B MHOTOMUSTIIMOHHbIX
AEeHeXxHbIX onepauusax (nosiyyeHme HacneacTea, nepeBon AeHer U3 ogHom
CTpaHbl B Apyryto), obellasa npoLeHT oT caenkn. Ecnu nonyyartens
cornacuTcd y4yactBoBaTth, TO Y HEro NocTeneHHO BbIMaHMBAaKOTCA AEHbIM
AKOObI Ha onnaty cbopoB, B3ATOK YNHOBHMKAM U T.1.

«Bbpokepckue KOHTOpbI»

C Havana Tekywero roga B HUB NHTepnona MBL Poccun HabntogaeTca
3Ha4YMTENbHbIN POCT KoNM4ecTBa obpalleHnin rpaxaaH, nocTpagasLnX OT
AEenCcTBUN BPOKEPCKMX KOHTOP.

B pacnopskeHun bropo nveetcs nHgopmaumsi 0 crieayroLmx
Heao0bpOoCOBECTHLIX Bpokepckux komnaHmax: «MXTrade», «MMC1S» u
«TeleTrade».

[na Toro, 4ToObl HE NOTEPSATE CBOWU AEHLIN NPU BbIOOpE BpOKepCKom
KOMnNaHun HeobxoaMmo obpallaTte BHUMaHWE Ha criegytolime NpusHaku,
KOTOPbIE XapaKTepPU3yT KOMMaHUIO-MOLLIEHHUKA: 0BeLlaHne BbICOKNX
NPOLEHTOB, OTCYTCTBME perncTpaumm, obeltaHne ctabunbHoOn NpubbInm
HOBUYKaM- Tpengepam.

Mepen Tem, Kak 4OBEPUTb CBOW Kanutasn, BHUMaTENbHO U3y4nTe He TOMbKO
MHTEPHET-PECYPChI, HO U oduLIManbHY MHopMaLuo o Bpokepe 1 ero
pernameHT.

BaxxHo! [NoMHUTE, YTO MHBECTMPOBaHMWE, NpeaniaraeMoe Ha yCnoBusix
Bpokepckon KoMNaHun, BCeraa siIBNSeTCs BbICOKO PUCKOBAHHBLIM aXe npu
Hannunmn 6e3ynpeyHon penytaunum 6poKepPCKON KOMMaHU.
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00 OCHOBHbIX criocobax ANCTAaHLMOHHOINO MOLLEHHUYecTBa

HeCMOTpﬂ Ha NMpMHMMaeMble NMPaBOOXPaAHUTETTbHbIMW OpraHamMn Mepbil,
ONCTAaHUMOHHbIE XULLEHNA C UCMOJIb3OBaHNEM I/IHCbOpMaLI,I/IOHHO-
TENEKOMMYHUKaLUNOHHbIX TEXHOMNOrN CTpeMnTeribHoO Ha6|/|pa+0T cuny.

MoOLLUEHHMKM YMESIO UCNOMb3YHT BCHO AOCTYNHYO MHGOPMaLUNIo 1
COBPEMEHHbIE TEXHOMOMMK, pa3burpatoTcsa B NCUXONOrMKn nogen, BblHyXaas
XepTBY packpbiBaTb BCO MHopMauuto o cebe nnbo cosepLlaTb T UNKU UHbIE
AEenCTBUS, UCNOMb3YIOT YernoBedeckme crnabocTu (CTskaTenbCTBO, anyHoOCTb),
4yyBCTBa (cocTpagaHue, 06ecrnokoeHHOCTb 3a B6IM3KKUX, XKanocCTb) B CBOUX
KOPbICTHbIX MHTEpPEecax.

OCHOBHble N3BECTHbIE CXEMbl TENE(OHHOrO MOLLEHHNYECTBA:
1. Cnyyau ¢ poaCTBEHHUKOM.

MoLlueHHUK npeacTaBnseTcs poACTBEHHUKOM (3HAKOMbIM) 1 B3BOSTHOBAHHbLIM
roslocom no tenedoHy coobLiaeT, YTO 3agepxaH COTpyAHUKaMu NONnUMK 3a
coBepLueHune npectynnexna (cosepwmn O T, xpaHun opyxue nnm
HapPKOTUKK, HAHEC TSXKKME TeNecHble noBpexaeHns). [lanee B pasroBop
BCTynaeT sikobbl cOTpyAHMK nonuumn. OH yBepeHHbIM TOHOM COOBLLaeT, YTo
yXXe He pas «nomorany nogsam Takum obpasom. Ho ecnu paHbLle AeHbrn
NPUBO3UNKN HEMOCPEACTBEHHO eMY, TO cenyac AeHbrm HeobxoanmMo NpuUBe3TU
B onpeeneHHoe MecTo, nepeaaTtb Kakomy-nmbo vyenoseky, nMbo nepeBecTu
Ha cyeT (aboHeHTCKnn Homep TenedoHa).

2. Po3bIrpbiw Npmn3oB (3To MOryT 6bITb TeredoH, HOyTOYK, aBTOMOOUIb

nm Aap.).

Ha TenedoH aboHeHTa COTOBOW CBA3M NPUXOAUT CMC-COOOLLIEHME, N3
KOTOPOro cregyeT, YTo B pe3yribTate NpoBeaeHHOW IoTepen OH BbiUrpan
aBToOMOOUNb. [INs YyTOYHEHUS BCEX AeTanen noTeHunansHON XXepTee
npeanaraeTcs NoceTUTb onpeaeneHHbIn CanT U 03HAaKOMUTBLCS C YCITOBUSIMU
akumm, nMbo NO3BOHNTbL MO OAHOMY U3 yKa3aHHbIX TeNedOHHbIX HOMepoB. Bo
BpeMs pasroBopa no TenieoHy MOLLEHHNKN COOBLLaoT O TOM, YTO ANs
BbIMOSIHEHNSA HEOBXOAUMbIX hopManbHOCTeN (ynnaTtbl FOCMOLSNHGI,
odopMneHnsi HeobxoaMMbIX AOKYMEHTOB, OnnaThl 3a KOMUCCUIO NepeBosa)
cyacTnmBomy obnagartesito HoBEHbLKOro aBToMmoobuns Heob6xoamMmo
NepeyvncrinTb Ha CHET YKasaHHy UMK CyMMY, a 3aTeM HabpaTb



ornpeneneHHy KoMouHaumio LMgp 1 CUMBOSIOB, SKOBbI 419 NPOBEPKU
NOCTYNSIEHNSA OEHEr Ha CHET U NMONyYeHns «koga perncrtpaumm». Kak Tonbko
XepTBa 3aBepLUaeT ykasaHHble MaHunynauum, cHet obHynseTcs, a
MOLLEHHMKN ncYe3aT B HEM3BECTHOM HarpasfieHnn.

Ecnwn Bbl y3Hanu o npoBeAeHnn NoTepemn TONbKO TOrAa, Koraa «Bblurpanmy»
aBTOMOOWINb, €Cnn Bbl HE 3aMONHANKM 3asBKy Ha y4acTue B Hen Ninbo Kakmm-
nnbo gpyrmm cnocobom He NOATBEPXKOanu CBOe y4acTue B po3birpbille, To,
BEPOATHEE BCEro, Bac NbiTaloTca 06MaHyTb. byabTe oCcTOpOXHbI!

3. SMS-npocbba.

ABOHEHT nosiydaeT Ha MOOUSbHLIN TenedoH coobLLeHne: «Y MeHs
nNpobriembl, MO3BOHN MO TAKOMY-TO HOMEpPY, ECIIM HOMEP He LOCTYNeEH,
NOSIOXM Ha HEro onpeaeneHHyo CyMMy 1 Nepe3BOHNY . YernoBek NonosiHseT
CYET N Nepe3BaHMBaET, TenedoH No-npexxHemy He JOCTYMeH, a AeHbMN
BEPHYTb Yy>K& HEBO3MOXHO.

4. Tene¢oHHbIN 3aKa3 OT pyKoBoAuUTeNen NnpaBooxXpaHUTESIbHbIX U
rocyaapCcTBeHHbIX OPraHoB BflacTu.

Ha TenedoH aboHeHTa (NpeanpuHMmaTens, pykoBoautens odbbekra
00LLECTBEHHOIO NUTaAHUA, TOProBOro LeHTpa Nnbo nx CoTpyaHuKam 1 ap.)
NnocTynaeT 3BOHOK OT NpaBOHAapPYLUMUTENS, KOTOPbIN NpeacTaBnaeTcsa 0OgHUM
N3 pykoBoauMTENEn NpaBoOXpaHUTENbHbIX OpraHoB (NPOoKypaTypbl ropoga u
Ap.) N NPOCUT MOMOSTHUTL CYET ero TenedoHa, JOMNONHUTESTbHO K 3TOMY
NpoCuUT, Hanpumep, 3abpoHNPOBaTL CTOSIMK B PECTOPAHE U CoobLLaeT, 4To Nno
npuesay Ha ob6bLeKT paccumtaeTcs. He goxkuaaack npuesna sikoobl
AOJDKHOCTHOrO Nnua, PYKOBOACTBYSCH MPUHLUMMOM YBaXKEHUSA N JOBEPUS K
PYKOBOAUTENIO HAa3BaHHOW AOMKHOCTUN B NPaBOOXPaHUTESNbHbIX OpraHax,
noTepnesLLM NepeBoaNT Yepes TepMmnHan 6aHka, NMbo Yepes uHble
PMHaHCOBbIE YCNyrn AEHEXHblEe CPeACcTBa B YyKa3aHHOM CyMME.

5. MnaTtHbIN KOA.

[MocTynaeT 3BOHOK, SIKOBbI OT COTPYAHMKA CNYyX6Obl TEXHUYECKOW NOAOEPXKKM
ornepaTtopa MoOunbLHOW CBA3K, C NPeasoXXeHNeM NOAKNIYNTL HOBYIO
9KCKIHO3MBHYIO YCNYry Unu ans nepeperucrpayum Bo n3dexaHne oTKNYeHus
CBSI3M M3-3a TEXHMYECKOro cOosl, Unun ans ynyyweHus kadectsa cBasun. [ns
aToro aboHeHTy npeanaraeTcs HabpaTb NO4 AUKTOBKY KO, KOTOPbIN
ABNSeTCS KOMBOMHaUMen ans ocyLecTBneHnss MobunbLHoOro nepesoga
AEHEeXHbIX CpeaCcTB CO cHeTa aboHEeHTa Ha CYET 3110YMbILLSIEHHNKOB.

6. lUTpadHble caHKUuMKM onepaTopa.

3noyMbILLNEHHUK NpeacTaBNseTCca COTPYAHNKOM CryXObl TEXHUYECKOM
noaaepXkn onepatopa MOOGUbHON CBA3M U COOBLLaET, YTO aBOHEHT CMEHWUN
TapuHbIV NnNaH, He ONOBECTMB ornepaTtopa (Takke MOryT OblTb BApUaHTbI: He
BHEC CBOEBPEMEHHYIO onnaTy, BOCMNONb3oBarcs ycrnyramm poymmnHra 6es
npeaynpexneHnsa) n, COoOTBETCTBEHHO, eMy HEO6X0AMMO onnaTuTb WTpad B
onpeaeneHHoM pasmepe, KyrnmB KapTbl 9KCNpecc-onnaTthl 1 COOOLMB MX
KoAbl.

7. OWMGOYHbLIN NepeBo CpeacTB.



ABoHeHTy nocTtynaeT SMS-coobLieHne 0 NOCTYNeHNN CPEACTB Ha Ero CYeT,
nepeBefeHHbIX C NoMOLLbIo yernyrn «MobunbHbeii nepesoa». Cpasy nocne
9TOro NoCTynaeT 3BOHOK U MYXX4YMHA (UK XKeHLWKnHa) coobLuaeT, 4YTo
OLIMBOYHO NepeBer AeHbIM Ha ero cyeT, NPU 3TOM NMPOCUT BEPHYTb NX
obpaTtHo Tem xe «MobunbHbIM NepeBogoM». B 4eNCTBUTENBHOCTU OAEHbLIN He
NOCTYyNaloT Ha TenedoH, a YeroBeK NepeBoanUT CBON COBCTBEHHbIE CpeacTBa.
Ecnn no3BoHWUTL MO ykazaHHOMY HOMEPY, OH MOXeT BbITb BHE 30HbI AOCTYNA.
Kpome Toro, cywiecTBytoT Takme HomMepa, Npu OCyLLEeCTBIIEHNN Bbi30Ba Ha
KOTOpble C TernedoHa CHUMalTCA BCe CpeaCcTBa.

8. NMpeanoxeHue nonyuntb aoctyn K CMC-nepenncke n 3BOHKam
aboHeHTA.

YunTbiBas CKITOHHOCTb HEKOTOPLIX FpaXKaaH «MOLUMNUOHUTLY 3a BAN3KNMK 1
3HaKOMbIMWU, 31I0YMbILLIIEHHUKAMN UCMONb3YeTCs cneayoLllaa cxema
MOLLEHHMYecTBa B ceTn MIHTepHeT: nonb3oBaTento npeanaraeTcs u3yumTtb
cogepkaHme CMCc-coobLLEHNIN U CIINCOK BXOOALWMX U UCXOOALLMX 3BOHKOB
NHTepecytowero aboHeHTa. [1ns 3Toro Heob6xoaMMo OTNpaBUTb COOBLLEHME
ctommocTbto oT 10 oo 30 pybniei Ha ykasaHHbIN KOPOTKUIA HOMEP U BrvcaTb B
npeanaraemyo gopmy Homep TenegoHa aboHeHTa.

[Mocne Toro, kak nosib3oBaTesib OTNPaBsieT CMC, C ero c4eTa CnmncbiBaeTcs
cyMmMa ropasgo bornblue Ton, 4To Bbina ykasaHa MOLUEHHKaMK, a
NHTepecyloLwan nHpopmaumnsa BnocneacTBum Tak U He nocTtynaer.

9. Npopgaxa nmywecrtea Ha MHTepPHeT-canTax.

[Mpn 3BOHKE Ha TenedoH, pasmeLleHHbIN Ha IHTepHeT-canTax o6 baBNeHNI
(ABuTo, ®apllocT, [lpom 1 Ap.) NpaBoOHApPYLWNTESb NPOCUT MOMNOMAHUTDL CHET
ero TenedoHa, nMbo coodbLMTb AaHHbIE N HOMEP KapTbl NOTepneBLUIEero As
nepeBoa OeHeXHbIX CPeaCcTB B KadecTBe 3ajaTtka 3a Tosap. [locne
COOBLLIEHNSA AaHHbIX KapThl MPOUCXOAUT CMCaHNE OEHEXHbIX CPeACTB.

10. HoBasa cxema TenecoHHOro MmoweHHNn4YecTBa « BULLIMHIMY.

OpnHoW 13 pacnpocTpaHEeHHbIX CXeM KMOepnpecTyrnHMKOB B NocneaHvne rogsbi
cTan «BuLIMHrY — 3TO BMA MOLLEHHUYECTBA, MPU KOTOPOM 3M0YMbILLNIEHHUKM
nop No6bIM NPEANoroM BbiHYXKAalT HAc NpeaoCcTaBnATh
KOH(pMAEHUManbHblE AaHHbIe B «HALLINX COBCTBEHHbIX MHTEpecax», TO eCTb
MCKYCCTBEHHO CO31aeTcsa CUTyauus, TpebytoLLas NoMOLLM OT crieumanucTa.

Lleﬂb MOLLEHHMKOB NoA Nto0bIim npeanorom n3Bjiedyb CEKPETHYHO JTIMYHYIO
I/IH(*)OpMaLI,I/II-O O KpeauTke. [na nonyyeHna aocrtyna K KOHCbVID,eHLI,I/IaJ'IbeIM
AdaHHbIM Bnagerbua MHUMbl€ NMOMOLLHUKKU UCMOJb3YIOT Teﬂe(pOHHyl-O CBA3b
KaK B aBTOMaTU3NpPOBaAHHOM peXunmMme, Tak 1 HanpAmMmyro ot MHAMOTO
«ornepaunoHncTa» ©aHKOBCKOro CeKTopa.

Bo MHormx cnyyasix B Te4eHmMe gHs HaM NOCTOSIHHO Ha4YMHaKT 3BOHUTL Ha
MOBUNBHMK C HE3HAKOMOIro MOCKOBCKOroO HOMepa, HauymHarowlerocs Ha 495.
3BOHKN C MOCKOBCKMX HOMEPOB 0BObIYHO HACTOSIbKO HAaCTOMYMBLI (MHOrAa OO
AEeCATN 3BOHKOB 3a [1eHb), YTO Mbl 3a4acTyt0 YCTynaemMm n oTBeYaeM Ha HuX.



Kak TofbKO Mbl OTBEYaeM Ha 3BOHOK, HAM Cpa3y CoOOLLalT BaXXHYHO
MHGOPMaLINIO O BO3HUKLLMX Npobriemax C Hallen KapTon, Hanpumep, YTo OHa
3abnoknpoBaHa, a cnyxba 6esonacHocTn BaHka nNpegoTBpaTmMna NONbITKY
HeCaHKLMOHNPOBAHHOIO CnucaHnd. 3aTtemM 3BOHALLMA Npeafaraet NoMoLLb B
CITOXXUBLUENCH CUTyaLUumn, Ha KOTOPYIO MHOMME 13 Hac cornawlaroTCs.

Hac y6exgaoT B CPOYHOM peLleHnr BO3HUKLLIEN CUTyaLmu, NoKa eLle He Bce
AeHbrn ykpageHsl. O4eHb nocrnegoBaTeribHO MOLLEHHWKM CTapatoTes
MONYYUTb OT HaC BCHO JIMYHYIO MHPOPMAaLINIO O KpeauTKe, NpUchinatT HoBbIe
naposnu u NMNH kogsl B CMC-yBegomMneHnax. Y crnokamsaroLwmm rosiocom
«baHkoBCKMe paboTHUKM» NpegnaratoT pasfvyHble BO3MOXHbIE BapUaHThbI
3aLmThl.

[loragatbcsi 0 TOM, 4YTO Nt0BE3HbIN NOMOLLHUK Ha ApyromMm KoHue nposoaa
SIBNSIETCS MOLLEHHMKOM He Bcerga erko, Ho B fitobom Clty4ae 3TO BO3MOXHO.
M3HayanbHO MOXHO I'IO6J'IaFO,EI,apVITb 3a 6QMTENBLHOCTL U Y3HaTb OOJTKHOCTb,
MHULUMalbl 3BOHUBLUETO COTPpYyAHWMKa er,D,VITHOVI opraHn3auunnm n npearnpuHATb
NonbITKY AO3BOHUTbLCA MO FOpFI‘-IGVI JIMHNA.

Mcnonb3oBaTb 4NS BbISCHEHUSA CIIOXKMBLLENCA CUTYaL MK ny4dlle apyron CBOmn
HOMep, NOTOMY YTO Ha CErOLHALHNA OeHb Y BbIMOraTernen CywecTByoT
TEXHOMNOru, NO3BOSIAOLLINE NEepeHanpaBnaTh BCe NocreayoLwmne 3BOHKM Ha
TenegoHHoe YyCTPOUCTBO MOLLEHHUKOB.

11. X1LweHus ¢ KapT, NOAKMIOYEHHbIX K ONUUM 6eCKOHTaKTHbIX
nnarexen.

[nsa npoBeaeHMs onnatbl MO TaKOW KapTe LOCTAaTOYHO NPUMOXUTb €€ K
TepmuHany. Beog NNH-koga He TpebyeTtca ecnu cymma He npesbiwaeTt 1 000
pybnen. MNpn 9TOM KONNYECTBO pacxogHbIX TPAH3AKLMIA HE OrpaHNYEHO.

UT06bl NONYYNTL OEHLIN, MOLLEHHWUKY AaXe He NoHagobuTcs BOpoBaTh KapTy
y KnveHTa. Ecnun B 06LLeCTBEHHOM TpaHCNOpTe NOAHECTM YCTPONCTBO K CyMKe
NN KapmaHy BnagenbLa, To CpeacTBa cnuwyTtes. [ns aTux uenen
MOLLIEHHUKM M3roTaBNMBAOT CaMOAENbHbIE NEPEHOCHbIE CYUTBLIBATENN UMK
NCNonb3yrT GaHKOBCKME TepMUHanbl, 0OPMIIEHHbIE MO UKTUBHBIM
AOKYMEeHTaM.

Takke B TekyLeM roy 3noyMblILLNEHHUKN NPOSOIKaOT akTUBHO
MCNONb30BaTh (PULLWHT B COUMAribHbIX CETAX U OHNTanH-MecCceHaKepax.
HanbonbLuyto BbIro4y MOLIEHHUKaM NPUHOCAT MaxuHauun Yepes ABUTo, C
MOMOLLbIO KOTOPbIX OHM MOMNy4YatoT AOCTYN B OHNanH-6aHK.

12. B3nom akkayHTa gpyra.

JTrogn MmoryT gaxe He Nogo3peBaTh, YTO UM NMULIET NOCTOPOHHUIA YenoBeK NoA
BMOOM pOACTBEHHMKA, Apyra, ¢ Npocbbon nepesoaa AeHer B CBA3U C
npousoLwenwmnm ropem. Takumv obpasom, Bonas B JOBEPUE, MOLLEHHUKN
NbITalTCSA YKPacTb BalUM AEHbLIW.

13. TenecpoHHOE MOLIEHHMYECTBO BO BpeMs NaHAeMUM.



MHorve 13 Hac BBMAOY naHaemMmmnm Haxogunmnnmcb Aoma, YToO akKTUuBU3NpPoOBaro
MOLLUEHHNYECTBO C BAHKOBCKNMU KapTamMu no Teﬂe(*)OHy. OueHb onepatnBHO
3TUM MOMEHTOM BOCINOJ1Ib30BalriMCb BbiMOraTesin ¢ nomMmoLlbio cmapchOHa.

BoT nuwb HECKONBKO HOBbLIX MPUMEPOB TOrO, KaK NPOUCXoauT TenedoHHoe
MOLLIEHHNYECTBO C MOCeayLen Kpaxen geHer ¢ KpeanTkn, y4uTbiBas
COBPEMEHHYIO CUTYaLNIO:

« Ha TenedoH npuxognt CMC-yBegomrneHne o Ha4ymcrneHnm
KOMMeHcaunmn 3a Hepabouumi nepuoa Bo BpeMa anuaeMuun, ans
NnoslydeHnst KOTOPOW nNpeasiaraeTcsl Nepe3BoOHUTb B BaHK 1 noobLuaTbes
C MHUMbIM «COTPYZAHUKOMY .

e 3ITOYMbILUNIEHHMKM 3BOHAT HaM C yBEAOMSIEHMEM O TOM, YTO Mbl SKOObI
HaxoOunNucb B KOHTakTe ¢ 3abonesLwnmm Covid-19. B cBA3KM € 3TUM
npeanaraeTcs CPOYHO caaTh NMaTHLINM aHanu3 Ha KOpoHaBMpyc, a
4YTOObI HE HapyLlaTb PEXNUM CaMON30NALUK, «COTPYAHNKN
nabopartopumy rotoBbl NpMexaTtb K Ham Ha oM. [1ns cpo4YHOro Beblesaa
Opuragbl HY>KHO COBEpPLUMTL Npegonnary.

B oboux cny4aax nogcraBHOW Yenosek, 6yab 3To cOTpyaHUK BaHka nnu mes.
nepcoHan, npeanaraeT CBOK OHMaNH-MOMOLLb, YTOObI OCYLLIECTBUTL NNaTex,
a ns 9Toro emy HyxkHa nHeopmaums o cyete. [ocrne nonyyeHuns
Heob6Xo4MMbIX AAaHHbBIX MOLUEHHUKN BbIBOAAT AEHbLIN, @ Mbl, JOBEPYUBbIE
rpaxgaHe, octaemcs C HynesblM GanaHcoMm.

[MprBeAEeHHbIN NepeveHb MOLLEHHNYECKNX CXEM HE OrpaHnYnBaeTCcs
npuBeaeHHbIMN NpuMepamMn. NpecTynHNKN HaxoasaT BCe HOBbIE N HOBbIE
CXeMbl 1 CcNocobbl ANs 4OCTUXKEHUSI CBOMX NPECTYMNHbIX 3aMbICI10B.

Kak y6epeubcsa oT Tene¢oHHbIX MOLUEHHUYEeCTB?

UT0oObl HEe cTaTb XEepPTBOM 3MOYMbILLNEHHUKOB, HEOBX0AMMO cobrnoaaTh
npocTble NpaBuna 6esonacHoro nosBeaeHns N obasaTensHO JOBECTU X 40
CBeleHNsI POAHbIX U BGNU3KUX:

- He crneayeT A0BepsTb 3BOHKaM 1 COOOLLEHUSIM, O TOM, YTO POACTBEHHMK
NNV 3HAKOMbIV Nomnan B aBapuio, 3agepkaH cCoTpyaHMKaMm Nonuumm 3a
COBepLUEeHNe NPecTynneHnsi, o.cobeHHo, ecnn 3a 3TMM crneayeT npocbba o
nepeyvncneHnn AeHexHblx cpeacTs. Kak nokasbiBaeT npakTmka, 0OblYHbIN
3BOHOK GIIM3KOMY YENOBEKY MO3BOMSET pa3BessTb COMHEHMS! U NMOHATb, YTO
3TO MOLLUEHHMKW MbITAOTCH 3aBMNaAeTb BallMMN CPeacTBaMu Unm
NMYLLIECTBOM;

- He creayeT oTBevaTb Ha 3BOHKM Unu SMS-coobLieHnsa ¢ HENM3BECTHbIX
HOMEPOB C NPOCLOOM NOMOXUTb HA CYET AEHbLIN;

- HE cneagyet coobuwaTtb no TeJ'IerOHy KOMY Obl TO HM ObINO cBEAEHUA
JINYHOIO XapakTtepa.

CBoeBpeMeHHOe obpalleHne B NpaBoOOXpaHUTESbHbIE OpraHbl MOXET MOMOYb
APYrMM MoasM He nonacTbCA Ha HE3aKOHHbIE YITOBKU TeneOHHbIX
MOLLEHHMKOB.



rlpOTVIBOCTOFlTb MOLLEHHMKaM BO3MOXXHO NULLb MOBbILLEHHON
BHMMaATEJIbHOCTbIO, 34PaBOMbICITMEM U 0AVUTENBbHOCTLIO.



